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DETAILED ACTION 

Response to Amendment 

1 . This Office action has been issued in response to Applicant's Amendment filed 
December 22, 2008. Claims 1-12, 14-30 and 37-38 are pending in the case. Claims 13 
and 31-36 have been cancelled. Claim 38 has been added. Claims 1-6, 8, 11-12, 16, 
18-19, 21-24, 26, 28-29 and 37 have been amended. 

Response to Arguments 

2. Applicant's arguments with respect to claimsl -30 and 32-37 are rejected under 
35 U.S.C. 103(a) as being unpatentable over US Patent Application Publication 
2003/01 91 969 to Katsikas in view of US Patent 6,41 2,01 4 to Ryan have been 
considered but are moot in view of the new ground(s) of rejection. 

3. Applicant's arguments with respect to claims 5-9, 13, 24, 26, 32 and 34 are 
rejected under 35 U.S.C. 103(a) as being unpatentable over the combination of 
Katsikas-Ryan as applied to claims 2, 12, 22-23, and 33 above, and further in view of 
US Patent 6,128,602 to Northington et al (Northington hereinafter) have been 
considered but are moot in view of the new ground(s) of rejection. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1-4, 10-12, 14-22, 27-30 and 37-38 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over US Patent Application Publication 2004/0177120 to Kirsch 
in view of Request for Comments 1912 from the Network Working Group of 
Pennsylvania State University released in February 1996 to D. Barr (Barr herinafter). 

Regarding claims 1,12, 22, 28, 37, and 38, Kirsch teaches a system for 
denying or allowing delivery of an incoming electronic mail (e-mail) message 
from a source e-mail server , said incoming message indicating a source e-mail 
server identity and a source domain associated with the source e-mail server (fig. 
1 shows a system that validates a sender's email via a 3 rd Party server with a central 
database; fig. 2 illustrates a system of sender email address validation); a central e- 
mail server registry database for storing information regarding combinations of e- 
mail server identities and associated domains that are authorized to send e-mail 
messages over the Internet (fig. 1 shows a system that validates a sender's email via 
a 3 rd Party server with a central database; fig. 2 illustrates a system of sender email 
address validation; fig. 5a and 5b shows the domain and IP address associated with the 
sender) , wherein each e-mail server identity in the registry includes both an e-mail 
server name as defined in the e-mail server's Domain Name Services (DNS) entry 
and an Internet Protocol (IP) address (pq. 1, par. 12 teaches a digital signature in the 
e-mail message combined with the domain name associated with the final IP address in 
the e-mail message); means for a receiving e-mail server to access information 
from the registry database to determine whether the combination of the source e- 
mail server identity and the associated source domain included in the incoming 
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e-mail message is an authorized combination (pg. 1, par. 12 teaches a digital 
signature in the e-mail message combined with the domain name associated with the 
final IP address in the e-mail message; pg. 2, par. 13-14 teaches checking identification 
information against a central database); and means for allowing delivery of the 
incoming e-mail message if the combination included e-mail message is an 
authorized combination (pg. 1 , par. 12 teaches a digital signature in the e-mail 
message combined with the domain name associated with the final IP address in the e- 
mail message; pg. 2, par. 13-14 teaches checking identification information against a 
central database; pg. 2, par. 13-14 also teaches a whitelist, i.e. means for allowing 
delivery of the incoming e-mail message if the combination is authorized), and denying 
delivery of the incoming e-mail message if the combination included in the 
incoming e-mail message is not an authorized combination (pg. 1 , par. 1 2 teaches 
a digital signature in the e-mail message combined with the domain name associated 
with the final IP address in the e-mail message; pg. 2, par. 13-14 teaches checking 
identification information against a central database; pg. 2, par. 13-14 also teaches a 
blacklist, i.e. means for denying delivery of the incoming e-mail message if the 
combination is not authorized). 

While Kirsch introduces the concept of blacklists and whitelists regarding "true 
sender" identification of an e-mail sender, Kirsch does not explicitly teach determining 
how the DNS name and IP address and the associated source domain are authorized 
combinations or not. Barr teaches determining how the DNS name and IP address and 
the associated source domain are authorized combinations or not (Barr, pg. 1-3, sec. 



Application/Control Number: 10/655,324 Page 5 

Art Unit: 2456 

2.1; Barr teaches forward confirmed reverse DNS validation through matching the 
forward and reverse combinations of the DNS domain and IP address, "Make sure your 
PTR and A records match. For every IP address, there should be a matching PTR 
record in the in-addr.arpa domain. If a host is multi-homed, (more than one IP address) 
make sure that all IP addresses have a corresponding PTR record (not just the first 
one). Failure to have matching PTR and A records can cause loss of Internet services 
similar to not being registered in the DNS at all. Also, PTR records must point back to a 
valid A record, not a alias defined by a CNAME. It is highly recommended that you use 
some software which automates this checking, or generate your DNS data from a 
database which automatically creates consistent data"). 

To provide Kirsch's method of filtering e-mail messages with a method of forward 
confirmed reverse DNS validation would have been obvious to one of ordinary skill in 
the art, in view of the teaching of Barr, since all the claimed elements were known in the 
prior art and one skilled in the art could have combined the elements as claimed by 
known methods with no change to their respective functions, and the combination would 
have yielded nothing more than predictable results to one of ordinary skill in the art at 
the time of the invention. 

Regarding claim 2, Kirsch-Barr teaches the invention as described in claim 1 
above including, wherein the information regarding combinations of e-mail server 
identities and associated domains includes a status of each e-mail server's 
registration with the registry database (Kirsch, fig. 2, 62 teaches true sender's 
reputation, i.e. status is good or not), said status indicating whether each server is 
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registered (Kirsch, fig. 2, 30, 32 teaches sender being part of, i.e. registered on 
recipient's whitelist or blacklist, i.e. registered acceptance and denial lists), whether the 
server's associated domains are registered (Kirsch, fig. 2, 30, 32 teaches sender 
being part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered 
acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is 
good or not), and whether the registrations are in good order (Kirsch, fig. 2, 30, 32 
teaches sender being part of, i.e. registered on recipient's whitelist or blacklist, i.e. 
registered acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. 
status is good or not; Furthermore, Barr teaches forward confirmed reverse DNS 
validation through matching the forward and reverse combinations of the DNS domain 
and IP address, i.e. whether domain registrations are valid or not; pg. 1-3, sec. 2.1). 

Regarding claim 3, Kirsch-Barr teaches the invention as described in claim 2 
above including, wherein the means for allowing delivery and denying delivery of 
the incoming e-mail message includes means for denying delivery if the 
combination is not registered (pg. 1 , par. 12 teaches a digital signature in the e-mail 
message combined with the domain name associated with the final IP address in the e- 
mail message; pg. 2, par. 13-14 teaches checking identification information against a 
central database; pg. 2, par. 13-14 also teaches a blacklist, i.e. means for denying 
delivery of the incoming e-mail message if the combination is not authorized), or if the 
registration of the source domain is not in good order (Kirsch, fig. 2, 30, 32 teaches 
sender being part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered 
acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is 



Application/Control Number: 10/655,324 Page 7 

Art Unit: 2456 

good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address, i.e. whether domain registrations are valid associations or not; pg. 1-3, sec. 
2.1). 

Regarding claim 4, Kirsch-Barr teaches the invention as described in claim 2 
above including, wherein the means for allowing delivery and denying delivery of 
the incoming e-mail message includes means for denying delivery if the source 
domain is not associated with the source e-mail server identity (pg. 1, par. 12 
teaches a digital signature in the e-mail message combined with the domain name 
associated with the final IP address in the e-mail message; pg. 2, par. 13-14 teaches 
checking identification information against a central database; pg. 2, par. 13-14 also 
teaches a blacklist, i.e. means for denying delivery of the incoming e-mail message if 
the combination is not authorized fig. 2, 62 teaches true sender's reputation, i.e. status 
is good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address, i.e. whether domain registrations are valid associations or not; pg. 1-3, sec. 
2.1). 

Regarding claim 10, Kirsch-Barr teaches the invention as described in claim 2 
above including, wherein the means for allowing delivery and denying delivery of 
the incoming e-mail message also includes means for denying delivery if the 
source e-mail server is not registered with the central registry database (pg. 1, 
par. 12 teaches a digital signature in the e-mail message combined with the domain 
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name associated with the final IP address in the e-mail message; pg. 2, par. 13-14 
teaches checking identification information against a central database; pg. 2, par. 13-14 
also teaches a blacklist, i.e. means for denying delivery of the incoming e-mail message 
if the combination is not authorized fig. 2, 62 teaches true sender's reputation, i.e. status 
is good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address, i.e. whether domain registrations are valid associations or not; pg. 1-3, sec. 
2.1), or if the source e-mail server's registration is not in good standing (pg. 1, par. 
12 teaches a digital signature in the e-mail message combined with the domain name 
associated with the final IP address in the e-mail message; pg. 2, par. 13-14 teaches 
checking identification information against a central database; pg. 2, par. 13-14 also 
teaches a blacklist, i.e. means for denying delivery of the incoming e-mail message if 
the combination is not authorized fig. 2, 62 teaches true sender's reputation, i.e. status 
is good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address, i.e. whether domain registrations are valid associations or not; pg. 1-3, sec. 
2.1). 

Regarding claim 1 1 , Kirsch-Barr teaches the invention as described in claim 2 
above including, further comprising: a local registry database associated with the 
receiving e-mail server for downloading predefined information from the central 
registry database (Kirsch, fig. 1 shows a system that validates a sender's email via a 
3 rd Party server with a central database; Barr, pg. 4 last paragraph teaches updating the 
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[domain] nameserver); means within the receiving e-mail server for accessing the 
local registry database in a first attempt to determine whether the source e-mail 
server and source domain are registered in good standing (Kirsch, pg. 1, par. 12 
teaches a digital signature in the e-mail message combined with the domain name 
associated with the final IP address in the e-mail message; Kirsch, fig. 2, 30, 32 teaches 
sender being part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered 
acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is 
good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address; pg. 1-3, sec. 2.1), and whether the combination is an authorized 
combination (Kirsch, pg. 1 , par. 12 teaches a digital signature in the e-mail message 
combined with the domain name associated with the final IP address in the e-mail 
message; pg. 2, par. 13-14 teaches checking identification information against a central 
database; pg. 2, par. 13-14 also teaches a blacklist, i.e. means for denying delivery of 
the incoming e-mail message if the combination is not authorized); and means within 
the receiving e-mail server for accessing the central registry database in a 
second attempt to determine whether the source e-mail server and source 
domain are registered in good standing, and whether the combination is an 
authorized combination (Kirsch, pg. 1, par. 12 teaches a digital signature in the e-mail 
message combined with the domain name associated with the final IP address in the e- 
mail message; Kirsch, fig. 2, 30, 32 teaches sender being part of, i.e. registered on 
recipient's whitelist or blacklist, i.e. registered acceptance and denial lists; fig. 2, 62 
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teaches true sender's reputation, i.e. status is good or not; Furthermore, Barr teaches 
forward confirmed reverse DNS validation through matching the forward and reverse 
combinations of the DNS domain and IP address; pg. 1-3, sec. 2.1), said second 
attempt being made in response to determining that the source e-mail server or 
source domain js_not registered in the local registry database (Kirsch, pg. 1, par. 
12 teaches a digital signature in the e-mail message combined with the domain name 
associated with the final IP address in the e-mail message; Kirsch, fig. 2, 30, 32 teaches 
sender being part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered 
acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is 
good or not; Furthermore, Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address; pg. 1-3, sec. 2.1). 

Regarding claim 14, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising denying delivery of the incoming e-mail 
message if the source e-mail server is not registered in the central registry 
database (Kirsch, pg. 1, par. 12 teaches a digital signature in the e-mail message 
combined with the domain name associated with the final IP address in the e-mail 
message; Kirsch, fig. 2, 30, 32 teaches sender being part of, i.e. registered on 
recipient's whitelist or blacklist, i.e. registered acceptance and denial lists; fig. 2, 62 
teaches true sender's reputation, i.e. status is good or not; Furthermore, Barr teaches 
forward confirmed reverse DNS validation through matching the forward and reverse 
combinations of the DNS domain and IP address; pg. 1-3, sec. 2.1). 
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Regarding claim 15, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising denying delivery of the incoming e-mail 
message if the source domain is not registered in the central registry database 

(Kirsch, pg. 1, par. 12 teaches a digital signature in the e-mail message combined with 
the domain name associated with the final IP address in the e-mail message; Kirsch, fig. 
2, 30, 32 teaches sender being part of, i.e. registered on recipient's whitelist or blacklist, 
i.e. registered acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, 
i.e. status is good or not; Furthermore, Barr teaches forward confirmed reverse DNS 
validation through matching the forward and reverse combinations of the DNS domain 
and IP address; pg. 1-3, sec. 2.1). 

Regarding claim 16, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising denying delivery of the incoming e-mail 
message if the information in the central registry database indicates that the 
source e-mail server or source domain do not have a registration in good 
standing (Kirsch, fig. 2, 30, 32 teaches sender being part of, i.e. registered on 
recipient's whitelist or blacklist, i.e. registered acceptance and denial lists; fig. 2, 62 
teaches true sender's reputation, i.e. status is good or not). 

Regarding claim 17, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising denying delivery of the incoming e-mail 
message if the source domain is not associated with the source e- mail server 
(Kirsch, pg. 1, par. 12 teaches a digital signature in the e-mail message combined with 
the domain name associated with the final IP address in the e-mail message; pg. 2, par. 
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13-14 teaches checking identification information against a central database; pg. 2, par. 
1 3-1 4 also teaches a blacklist, i.e. means for denying delivery of the incoming e-mail 
message if the combination is not authorized; Barr, pg. 1-3, sec. 2.1; Barr teaches 
forward confirmed reverse DNS validation through matching the forward and reverse 
combinations of the DNS domain and IP address). 

Regarding claim 18, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising, before receiving the incoming e-mail, the 
steps of: downloading from the central registry database to the receiving e-mail 
server predefined information from the registry database (Kirsch, fig. 1 shows a 
system that validates a sender's email via a 3 rd Party server with a central database; 
Barr, pg. 4 last paragraph teaches updating the [domain] nameserver); and storing the 
downloaded information in a local registry database associated with the receiving 
e-mail server (Kirsch, fig. 1 shows a system that validates a sender's email via a 3 rd 
Party server with a central database; Kirsch, pg. 1 , par. 12 teaches a digital signature in 
the e-mail message combined with the domain name associated with the final IP 
address in the e-mail message; Barr, pg. 4 last paragraph teaches updating the 
[domain] nameserver). 

Regarding claim 19, Kirsch-Barr teaches the invention as described in claim 12 
above including, further comprising, after receiving the incoming e-mail, the steps 
of: accessing by the receiving e-mail server (Kirsch, fig. 1 shows a system that 
validates a sender's email via a 3 rd Party server with a central database; Kirsch, pg. 1, 
par. 12 teaches a digital signature in the e-mail message combined with the domain 
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name associated with the final IP address in the e-mail message; Barr, pg. 4 last 
paragraph teaches updating the [domain] nameserver), the local registry database in 
a first attempt to determine to determine whether the source e-mail server and 
source domain are registered in good standing (Kirsch, fig. 2, 62 teaches true 
sender's reputation, i.e. status is good or not; Furthermore, Barr teaches forward 
confirmed reverse DNS validation through matching the forward and reverse 
combinations of the DNS domain and IP address; pg. 1-3, sec. 2.1), and whether the 
combination included in the incoming e-mail message is an authorized 
combination (Kirsch, pg. 1 , par. 12 teaches a digital signature in the e-mail message 
combined with the domain name associated with the final IP address in the e-mail 
message; pg. 2, par. 13-14 teaches checking identification information against a central 
database; pg. 2, par. 13-14 also teaches a blacklist, i.e. means for denying delivery of 
the incoming e-mail message if the combination is not authorized); and if the source e- 
mail server or source domain js not registered in the local registry database, 
accessing by the receiving e-mail server (Kirsch, fig. 1 shows a system that validates 
a sender's email via a 3 rd Party server with a central database), the central registry 
database in a second attempt to determine whether the source e- mail server and 
source domain are registered in good standing (Kirsch, pg. 1, par. 12 teaches a 
digital signature in the e-mail message combined with the domain name associated with 
the final IP address in the e-mail message; Kirsch, fig. 2, 30, 32 teaches sender being 
part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered acceptance and 
denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is good or not; 
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Furthermore, Barr teaches forward confirmed reverse DNS validation through matching 
the forward and reverse combinations of the DNS domain and IP address; pg. 1-3, sec. 
2.1 ), and whether the combination included in the incoming e-mail message is an 
authorized combination (Kirsch, pg. 1, par. 12 teaches a digital signature in the e-mail 
message combined with the domain name associated with the final IP address in the e- 
mail message; pg. 2, par. 13-14 teaches checking identification information against a 
central database; pg. 2, par. 13-14 also teaches a blacklist, i.e. means for denying 
delivery of the incoming e-mail message if the combination is not authorized). 

Regarding claim 20, Kirsch-Barr teaches the invention as described in claim 18 
above including, further comprising periodically refreshing the downloaded 
information in the local registry database (Kirsch, fig. 1 shows a system that 
validates a sender's email via a 3 rd Party server with a central database; Barr, pg. 4 last 
paragraph teaches updating the [domain] nameserver). 

Regarding claim 21 , Kirsch-Barr teaches the invention as described in claim 18 
above including, further comprising periodically refreshing the downloaded 
information in the local registry database (Kirsch, fig. 1 shows a system that 
validates a sender's email via a 3 rd Party server with a central database; Barr, pg. 4 last 
paragraph teaches updating the [domain] nameserver); and refreshing the 
downloaded information in the local registry database when requested by the 
receiving e-mail server (Kirsch, fig. 1 shows a system that validates a sender's email 
via a 3 rd Party server with a central database; Barr, pg. 4 last paragraph teaches 
updating the [domain] nameserver). 
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Regarding claim 27, Kirsch-Barr teaches the invention as described in claim 22 
above including, wherein the means for responding to queries includes means for 
verifying that an identified domain is properly associated with an identified e-mail 
server (Barr, pg. 1-3, sec. 2.1 ; Barr teaches forward confirmed reverse DNS validation 
through matching the forward and reverse combinations of the DNS domain and IP 
address). 

Regarding claim 29, Kirsch-Barr teaches the invention as described in claim 28 
above including, wherein the central e-mail server registry database also stores an 
indication for each e-mail server identity indicating whether each identity's 
registration is in good standing (Barr, pg. 1-3, sec. 2.1 ; Barr teaches forward 
confirmed reverse DNS validation through matching the forward and reverse 
combinations of the DNS domain and IP address; Kirsch, fig. 2, 30, 32 teaches sender 
being part of, i.e. registered on recipient's whitelist or blacklist, i.e. registered 
acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is 
good or not), and the means for allowing delivery and denying delivery of the 
incoming e-mail message also includes means for denying delivery if the source 
e-mail server identity does not have a registration in good standing (Barr, pg. 1-3, 
sec. 2.1 ; Barr teaches forward confirmed reverse DNS validation through matching the 
forward and reverse combinations of the DNS domain and IP address; Kirsch, fig. 2, 30, 
32 teaches sender being part of, i.e. registered on recipient's whitelist or blacklist, i.e. 
registered acceptance and denial lists; fig. 2, 62 teaches true sender's reputation, i.e. 
status is good or not). 
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Regarding claim 30, Kirsch-Barr teaches the invention as described in claim 28 
above including, wherein the central e-mail server registry database only responds 
to queries from registered e-mail servers (Kirsch, pg. 1-2, par. 10-14 teaches a 
system that only allows messages to be received by "true senders," i.e. registered e- 
mail servers). 

6. Claims 5-9 and 23-26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over the combination of Kirsch-Barr as applied to claims 2, 1 2, 22-23, and 33 above, 
and further in view of US Patent 6,128,602 to Northington et al (Northington 
hereinafter). 

Regarding claim 5, Kirsch-Barr teaches the invention substantially as described 
in claim 2 above including, wherein the information regarding combinations of e- 
mail server identities and associated domains . Kirsch-Barr does not teach, 
including a country code indicating a country of origin associated with each registered 
domain. Northington teaches also includes a country code (Northington; col. 15, line 
39 - col. 1 6, line 39), indicating a country of origin, industry code indicating 
industry (Northington; col. 15, line 39 -col. 16, line 39), class code indicating a type 
of business (Northington; col. 15, line 39 - col. 16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
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North ington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 6, Kirsch-Barr teaches the invention substantially as described 
in claim 5 above. Kirsch-Barr does not teach, wherein the information also includes 
an industry code indicating an industry associated with each registered domain. 
Northington teaches wherein the information also includes a country code 
(Northington; col. 15, line 39 - col. 16, line 39), indicating a country of origin, 
industry code indicating industry (Northington; col. 15, line 39 - col. 16, line 39), 
class code indicating a type of business (Northington; col. 15, line 39 - col. 16, line 
39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 7, Kirsch-Barr teaches the invention substantially as described 
in claim 6 above. Kirsch-Barr does not teach, wherein the industry code is selected 
from industry codes defined by the North American Industry Classification 
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System. Northington teaches wherein the information regarding all authorized e- 
mail servers and domains associated with each registered domain, also includes 
a country code (Northington; col. 1 5, line 39 - col. 1 6, line 39), indicating a country 
of origin, industry code indicating industry (Northington; col. 1 5, line 39 - col. 1 6, 
line 39), class code indicating a type of business (Northington; col. 15, line 39 - col. 
16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 8, Kirsch-Barr teaches the invention substantially as described 
in claim 7 above. Kirsch-Barr does not teach, wherein the information also includes 
a class code indicating a type of business associated with each registered 
domain. Northington teaches wherein the information also includes a country code 
(Northington; col. 15, line 39 - col. 16, line 39), indicating a country of origin, 
industry code indicating industry (Northington; col. 15, line 39 - col. 16, line 39), 
class code indicating a type of business (Northington; col. 15, line 39 - col. 16, line 
39). 
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Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 9, Kirsch-Barr teaches the invention substantially as described 
in claim 8 above. Kirsch-Barr does not teach wherein the class code is selected 
from a group consisting of: corporate business; retail sales business; corporate 
.sales business; corporate professional services business; and consumer 
professional services business. Northington teaches wherein the information 
regarding all authorized e-mail servers and domains associated with each 
registered domain, also includes a country code (Northington; col. 15, line 39 - col. 
16, line 39), indicating a country of origin, industry code indicating industry 
(Northington; col. 15, line 39 - col. 16, line 39), class code indicating a type of 
business (Northington; col. 15, line 39 -col. 16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
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information obtained from a plurality of computer systems (North ington, col. 2, line 45- 
51). 

Regarding claim 23, Kirsch-Barr teaches the invention as described in claim 22 
above including, wherein the e- mail server registry database also stores 
information regarding the registration status of each registered e-mail server. 

Kirsch-Barr does not teach storing domain, and information regarding each registered 
domain's country, industry, and business class. Northington teaches and domain, and 
information regarding each registered domain's country, industry, and business 
class (Northington; col. 15, line 39 - col. 16, line 39). Kirsch-Barr and Northington are 
analogous art because they are from the same field of endeavor of managing computer 
systems information and data. At the time of the invention, it would have been obvious 
to a person of ordinary skill in the art to use Northington's specific characteristics with 
the combination of Kirsch-Barr's email system. The suggestion/motivation would have 
been to receive, process, and store information obtained from a plurality of computer 
systems (Northington, col. 2, line 45-51). 

Regarding claim 24, Kirsch-Barr teaches the invention substantially as described 
in claim 23 above including, further comprising: means for receiving a complaint 
from a registered e-mail server regarding an identified source e-mail server 
sending an e-mail with characteristics that do not match the specified 
characteristics (Kirsch; pg. 5, par. 59; Kirsch, fig. 2, 30, 32 teaches sender being part 
of, i.e. registered on recipient's whitelist or blacklist, i.e. registered acceptance and 
denial lists; fig. 2, 62 teaches true sender's reputation, i.e. status is good or not). 
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Kirsch-Barr does not teach information regarding the country, industry, or business 
class of the e-mail's source domain. Northington teaches electronic information 
regarding the country, industry, or business class of the e-mail's domain; and 
means for suspending the identified source e-mail server from the registry upon 
determining that the source e-mail server is sending e-mails with characteristics 
that do not match the registered information regarding the countries, industries, 
or business classes (Northington; col. 15, line 39 - col. 16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 25, Kirsch-Barr teaches the invention substantially as described 
in claim 24 above including, further comprising means for changing the registration 
status of the identified source e-mail server from "good" to "review" after 
receiving the complaint, and while determining whether the source e-mail server 
is sending e-mails with characteristics that do not match the registered 
information regarding the countries, industries, or business classes of the source 
e-mail server's registered domains. Northington teaches wherein the information 
regarding all authorized e-mail servers and domains associated with each 
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registered domain, also includes a country code (Northington; col. 15, line 39 - col. 
16, line 39), indicating a country of origin, industry code indicating industry 

(Northington; col. 15, line 39 - col. 16, line 39), class code indicating a type of 
business (Northington; col. 15, line 39 -col. 16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Regarding claim 26 Kirsch-Barr teaches the invention substantially as described 
in claim 22 above. Kirsch-Barr does not teach wherein the means for responding to 
queries includes means for determining whether an identified e-mail server or 
domain is registered, whether the identified e-mail server or domain is registered 
in good standing, and whether the identified domain possesses defined 
characteristics regarding the country, industry, and business class of the 
identified domain. Northington teaches wherein the information regarding all 
authorized e-mail servers and domains associated with each registered domain, 
also includes a country code (Northington; col. 15, line 39- col. 16, line 39), 
indicating a country of origin, industry code indicating industry (Northington; col. 
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1 5, line 39 - col. 1 6, line 39), class code indicating a type of business (Northington; 
col. 15, line 39 -col. 16, line 39). 

Kirsch-Barr and Northington are analogous art because they are from the same 
field of endeavor of managing computer systems information and data. At the time of 
the invention, it would have been obvious to a person of ordinary skill in the art to use 
Northington's specific characteristics with the combination of Kirsch-Barr's email 
system. The suggestion/motivation would have been to receive, process, and store 
information obtained from a plurality of computer systems (Northington, col. 2, line 45- 
51). 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: US 7,313,691 to Bantz et al; US 7,249,175 to Donaldson. 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TARIQ S. NAJEE-ULLAH whose telephone number is 
(571)270-5013. The examiner can normally be reached on Monday through Friday 8:30 
- 6:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Bunjob Jaroenchonwanit can be reached on (571) 272-3913. The fax 
phone number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

T. N. 

/Bunjob Jaroenchonwanit/ 

Supervisory Patent Examiner, Art Unit 2456 



